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Race Conditions SCVE-0037

Description Recommendation Comment

CONTRACT CODE

BlackPoundCoinv2plus.sol

pragma solidity 0.8.20;   

   

import "..";   

   

interface IBEP20 {   

    function totalSupply() external view returns (uint256);   

    function balanceOf(address account) external view returns (uint256);   

    function transfer(address recipient, uint256 amount) external returns (bool);   

    function allowance(address owner, address spender) external view returns (uint256);   

    function approve(address spender, uint256 amount) external returns (bool);   

    function transferFrom(address sender, address recipient, uint256 amount) external returns (bool);   

    event Transfer(address indexed from, address indexed to, uint256 value);   

    event Approval(address indexed owner, address indexed spender, uint256 value);   

}   

   

   

contract BlackPoundCoin is IBEP20, ReentrancyGuard {   

    mapping(address => uint256) private _balances;   

    mapping(address => bool) private _exemptedAddresses;   

    mapping(address => mapping(address => uint256)) private _allowances;   

    uint256 private _totalSupply;   

    string private constant _name = "..";   

    string private constant _symbol = "..";   

    uint8 private constant _decimals = 18;   

    address private _owner;   

    address private _governanceAdmin;   

    uint256 private _taxRate;   

    uint256 private _balanceExemptionThreshold;   

   

    enum WalletType { Tax, Charity, Marketing, Developer, Liquidity }   

    mapping(WalletType => address) public wallets;   

    mapping(WalletType => uint256) public allocations;   

   

    event TaxRateUpdated(uint256 newRate);   

    event BalanceExemptionThresholdUpdated(uint256 newThreshold);   

    event ExemptedAddressAdded(address indexed account);   

    event ExemptedAddressRemoved(address indexed account);   

    event WalletAddressUpdated(WalletType indexed walletType, address newAddress);   

    event AllocationUpdated(WalletType indexed walletType, uint256 newAllocation);   

    event GovernanceAdminUpdated(address newAdmin);   
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    constructor(uint256 initialTaxRate, uint256 initialBalanceExemptionThreshold) {   

        _totalSupply = 1500000000 * 10 ** uint256(_decimals);   

        _balances[msg.sender] = _totalSupply;   

owner = msg sender;
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